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SUMMARY 

In accordance with a first aspect of the present invention there is provided a method 
of protecting a digital image, the method comprising extracting feature values from the 
digital image based on a selected authentication bit-rate ; e mbeddin g and a selected image 
content: selecting an authentication mode for processing the extracted feature values, 
the processing of the extracted feature values comprising deriving data corresponding to 
the f e atur e valu e s as a watermark into th e digital imag e extracted feature values based on 
the selected authentication mode: and creating an image signature based on the data 
corresponding to the feature values. 

The m e thod processing may furth e r comprise th e st e p of s e l e cting a d e sir e d 
auth e ntication robustn e ss lev e l, and error correcting coding (ECC^ the extracted feature 
values prior to e mb e ddingd fergs the data corresponding to the feature values into th e digital 
imag e. 

The feature values from each of a plurality of codeblocks of the original digital 
image may be thresholded and coded to create the data corresponding to the feature values. 

The coding of th e thr e shold e d featur e valu e s nrocessing may further comprise EGG 
coding to g e n e rat e paritv ch e ck bits rPCBs'> as embedding the data corresponding to the 
feature values into the digital imagre. 

The method may further comprise applying ECC coding again to th e PCBs parity 
check bits generated during the ECC coding of the extracted feature values to generate 
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the data corresponding to the feature values^ 

The embedding of the data corresponding to the feature valu es as a watermark 
may be conducted in a lossy or a lossless wav> based on the selected authentication 
mode . 

The creating of the image signature may comprise applying a cryptographic hashing 
function to a bit sequence representing the data corresponding to the feature values. 

The creating of the image signature may comprise utilising a private key. 

The method may further comprise distributing the digital image, including the 
embedded data, as the authentic digital image. 

The method may further comprise coding the digital image, including the embedded 
data, utilising JPEG2000 compression. 

The extracting of the feature values, the embedding of the data corresponding 
to the feature values, and the creating of the image signature may be performed as part of 
the JPEG 2000 coding. 

In accordance with a second aspect of the present invention there is provided a 
method of authenticating a digital image, the method comprising extracting data e mb e dd e d 
as a wat e rmar k in th e digital imag e ; e xtracting feature values from the digital image at based 
on a selected authentication bit-rate; and p rocessing the extracted data and e xtract e d feature 
values to derive data corresponding to original feature values based on a selected 
authentication mode : and comparing the derived data corresponding to the original feature 
values with reference data derived from an image signature associated with the digital 
image. 
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Th e deriving of D eriving the data corresponding to the original feature values may 
comprise e rror corr e cting E£C coding the extracted data and extracted feature values. 

The extracted data and extract e d feature values from each of a plurality of 
codeblocks of the digital image may be decoded to derive the data corresponding to the 
original feature values. 

The e xtract e d dat a method may further comprise PCBs, and th e decoding of th e 
QxtractGd data and extractin^ data embedded as a wate r mark in the digital image: and 
the processing the extracted data and th^ gxtracted- feature values comprises ECC 
docodin g to derive the data cor r esponding to origfinal feature values . 

The method may further comprise applying ECC decoding twice to the extracted 

data. 

The data mav be embedded in a lossy or lossless way as a watermark in the 
digital image. 

The method may further comprise applying a cryptographic technique to the image 
signature to derive a bit sequence representing the reference data. 

The method may further comprise applying a public key to process the image 
signature for deriving the reference data. 

The method may further comprise receiving the digital image as a coded digital 

image. 

The digital image may be coded utilising JPEG2000. 

The extracting of the data embedded as a watermark, the extracting of the-feature 
values from the digital image, the processing of the extracted data and extracted feature 
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values to d e riv e data corr e sponding to original f e atur e valu e s , and the comparing of the 
derived data corresponding to the original feature values with the reference data may be 
performed as part of the JPEG 2000 de-coding. 

In accordance with a third aspect of the present invention there is provided a system 
for protecting a digital image, the system comprising a feature value extractor device for 
extracting feature values from the digital image based on a selected authentication bit-rate; 
a watormarking dovice for omboddin g mode selector for selecting an authe n tication mode 
for processing the extracted feature values: a processor device for deriving data 
corresponding to the extracted feature values as a wat e rmark into th e digital imag e ; and 
abased on the selected authentication mode: and wherein the processor device ioF 
creating i iirther creates an image signature based on the data corresponding to the feature 
values. 

In accordance with a fourth aspect of the present invention there is provided a 
computer readable data storage medium having stored thereon computer program code 
means for instructing a computer to execute a method of protecting a digital image, the 
method comprising extracting feature values from the digital image based on a selected 
authentication bit-rate; e mb e ddin g selecting an authentication mode for prpqegsing th^ 
extracted feature values^ the pr ocessing of the extract ed feature values comprising 
deriving data corresponding to the extracted feature values as a wat e rmark into th e digital 
knagebased on the selected aut hentication mode : and creating an image signature based 
on the data corresponding to the feature values. 

In accordance with a fifth aspect of the present invention there is provided a system 
for authenticating a digital image, the system comprising an e xtraction d e vic e for e xtracting 
data e mb e dd e d a s a wat e rmark in th e digital image; a feature value extractor device for 
extracting feature values from the digital image based on a selected authentication bit-rate; 
a processor device for processing the extracted data and th e e xtract e d feature values based 
on a selected authentication mode to derive data corresponding to original feature values 
and for comparing the derived data corresponding to the original feature values with 
reference data derived from an image signature associated with the digital image. 

In accordance with a sixth aspect of the present invention there is provided a 
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computer readable data storage medium having stored thereon computer program code 
means for instructing a computer to execute a method of authenticating a digital image, the 
method comprising extracting data emb e dd e d as a wat e rmark in th e digital imago; e xtracting 
feature values from the digital image based on a selected authentication bit-rate; processing 
the extracted data and extract e d feature values based on a selected authenticat ion mode to 
derive data corresponding to original feature values; and comparing the derived data 
corresponding to the original feature values with reference data derived from an image 
signature associated with the digital image. 
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